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SMERL PS4 dathint_nzer. dic
SNTFEERAF £2 dat'weal pazs. dic
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K 2-17 R
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R E
EEBE e
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AR
e
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ZEHUBE - 05: Microsoft Windows 5P; PORT/TCP: 135, 139, 445, 3389
192.168.1.102

Imﬁ; ©5: IBM AIX 4. ¥, Microsoft \Windows 2003/ MET|NT/2K/%P; OS details: IEM AL 4.3.2,0-4,3.3.0 on an [BM RS[*, Micrasoft Windows Server
ZDDS Mlcrnsnﬂ: Wlndnws XP SP2 (flrewall Enahled), PORT;’TCP 139 445

192.166.1,104 |EElZEtRT
EHURE - 05: Unknown 05; PORT,I’TCP 135, 139, 445
CEBEITE]
EHLSHT: 192.168.1.105
FALHEHE L E e |BE ¥R

K 2-18 fa i &
19, DUNARSERINES % WilE 2-19 fios.
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Y, HEEEFMLE YDA L PR G, 528K E T, R4S
Wi T A F) DA R A X 2% b (a3 RR A A IR I R T i o LR X 2% T
BB T RERE A — B L, 384 ORI IO P 35 5 45

Wireshark /& —/NM 25 kit . H 3R E I Re @ Ml a4, HR 0]
RE S H IR A VRS R ) 2 60, Bk} o FLAS T B AR . 00 2 7 B O3 ke i [ % i) R
P 2 56 4 AR MRS A5 55 TR 22 A AH OC I0) i, R R & b R id b e Hh e, i fd
o S A BRI AR DR AR

EAFE RS, Wireshark Jf A2 ANREIAT o 0T 0 2% b1 7 5 i AT
N, Wireshark A& A2 B R BURATATIR /R . 281, 474070 # Wireshark i 1)
RS A DA 0 T N 24T A SEIE 28 T il . Wireshark A2 X 2% 214
FPEAENERES, B R o B H ARSI AL TR Wireshark 78 5 AN 223k H
HUBEMLE

2.2.1 Wireshark £ NS0 SCIE

—. SERHMSEXR
1. ¥ 5E4RE Wieshark (A 777, #EHAEARNE.
2. JEIE XS Wieshark JIUELSEGIHEAT 708, BE— 2D IIARXS % 285 W 2% Bl
B A o
3. ZESIANEIR AN F ] Wireark #E4T 2% 22 4= W 5 45 # -
el ML N windows xp, I EHL AN win7  Wieshark 4% 14
. SREDIR
1. %% Wireshark
(1) Wi BT e, anikl 2-20 pros.
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http://baike.baidu.com/view/1251417.htm
http://baike.baidu.com/view/3487.htm
http://baike.baidu.com/view/1960.htm
http://baike.baidu.com/view/3487.htm
http://baike.baidu.com/view/2128185.htm

W 2% 2 4B TS|

@ wireshark-win3 2 _cn

THEO @WED SEW KRG IEOQ BB i
F Pem oo [E)-

HiHE m I_} C:\Documents and Settings\)\dministrator\iﬁ\wiresharlrwirﬁZ_cn

=

] T % wireshark AR ';’Tﬁ Wiresharlct 3 FEERY
TR RS 2 i [?: Wrmant
s EdE LU =—
#
_ﬁ fEah ot @ 'gireshark[@ﬁﬁ#;. "‘; %%%E txt
0 SR W erosott Word 3k _-_’j_ 1 1E

: ‘ @ HENTHEAE v

o 1] A TR h e L

&l 2-20 Wireshark [ i 47 301
(2)IZXEAHER, — D 23R, AR AT LRy, Wsidi v —8,
e 2-21 fios.
(% Wiroshark 1.4 haochi (32-bit), Setu AE
Welcome to the Wireshark
1.4 9haochj {32-bit) Setup Wizard

This wizard will quide vou through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running.

Click. "Mext' to continue.,

uext:b | [ Cancel

K 2-21 #AXHEHE
(3) [ 2-22 A3 TR HF OV ATHE BB, AT LS, e R 3.
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"% Wireshark 1.4.9haochj (32-bit) Setup

License Agreement

Please review the license terms before installing Wireshark 1.4, 9haochj {32-bit), i

Press Page Down to see the rest of the agreement.

This ket consists of three parts:

[

Part I Some remarks regarding the license given in
Part II: The actual license that covers Wiresharl,
Part III: Other applicable licenses,

w'hen in doubt: Part II/1II is the legally binding part, Part Iis just
there ko make it easier for people that are not Familiar with the GPLvE,

| £

If you accept the terms of the agreement, click I Agree ko continue, You must accept the
agreement ko inskall Wireshark 1.4,%haochj (32-bit).

[ < Back ][ I Agree ] [ Cancel ]

2-22 Wireshark [t 0] 5t BH
(4) (£ 2-23 B H|H R & — S n ok 22 25 20 F, AR IR sebr is Bk %2

% Wireshark 1.4. 9haochj (32-bit) Setup

Choosze Components

Choose which Features of Wireshark 1.4, %haochj {32-bit) vou want to install, i

The following compaonents are available Far installation,

Select components to install;

ark.
Tshark,
@ Plugins | Extensions
H Tools
-1#| User's Guide

Descripkion
Space required: 85,2MB

[ < Back ” Mext = ] [ Cancel ]

K 2-23 kPR B A

(5) PAUR 2 R Tz At i) bR B o BN SCRF SO, ARS8 70 AR
Pk briE il e il v, WA 2-24 fos.
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s Wireshark 1.4.9haochj (32-bit) Setup
Select Additional Tasks
which additional kasks should be done? i

Create Shortouts

[Joesktap 1con
Quick Launch Icon

File Extensions
[] Assaciate trace file extensions ko Wireshark (Svw, acp, apc, atc, b,
cap, enc, etf, fdc, pcap, pkt, snoop, sve, tpe, b, trace, trc, wpc, wpe, F5)

[ < Back ” Mexk = ] l Cancel

2-24 PRFE T
(6) FEFM A E, XBEERRIN, S5, WK 2-25 fir.

'Y Wireshark 1.4.9%haochj (32-bit) Setup

Choosze Install Location
Choose the Folder in which to install Wireshark, 1.4, 9haochj (32-bit),

Choose a directory in which to install Wireshark.

Destination Folder

=\ Program Filesywireshark, | Browse. ..

Space required: 85.2MB
Space available: 11.3GB

[ < Back “ Mext = ] [ Cancel

2-25 fefy ZIfE
(7) 22%% WinPcap fifl, fEIX—Bhiinife e, AIRTCIEHAT LT HISE
5. ikl 2-26 s
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"% Wireshark 1.4.9%haochj (32-bit) Setup

Install WinPcap?
WinPcap is required to capture live nebwork daka. Should WinPrap be installed? i

Currently installed WinPoap wersion
WinPcap 4.1.2

Install
[#]install WinPcap 4,12
If selected, the currently installed \WinPcap 4.1.2 will be uninstalled First,

Wehat is WinPcapy

[ < Back ][ Install ] [ Cancel ]

K] 2-25 ‘z)i% WinPcap fdiff:
(8) NHFFUHHEN WinPcaP ffiff i «cd&id#2, S ~—»5, Wk 2-26 fr

7No

# YinPcap 4.1.2 Setup

kl) - WinPcap 4.1.2 Installer
y ln caP Welcome ko khe WinPoap 4.1.2 Inskallakion Wizard

This product is brought to you by //-
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

uext:> :I [ Zancel

Kl 2-26 %5 WinPcaP
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(9) X—BEX WincaP #ifFrn43, nIUA RS, kst —0,
® YinPcap 41.1.2 Setup A=l 3

Welcome to the WinPcap 4.1.2
Setup Wizard

This Wizard will guide wou through the entire WinPcap
inskallation,

Far maore infarmation ar suppart, please visic the WinPoap
home page,

hikkps f v, winpcap,org

[ < Back. ]m.gxt} | [ Cancel

P 2-27 WinPcaP /4
(10) WinPcaP ¥FaI ¥, i “1 Agren” , Wil 2-28 firs.

% ¥YinPcap 4.1.2 Setup

Kl‘) - License Agreement
¥ lﬂ caP Flease review the license terms before inskalling WinPcap 4.1.2.

Press Page Down ko see the rest of the agreement,

““opyright (c) 1999 - 2005 MetGroup, Politecnica di Taring (Italy), -
Copyright (o) 2005 - 2010 CACE Technologies, Davis (Califarnia),
All rights reserved.

Redistribution and use in source and binary Farms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code musk retain the above copyright nokice, this list of
conditions and the Following disclaimer.

2, Redistributions in binary form must reproduce the above copyright nokice, this lisk of
conditions and the following disclaimer in the documentation andfor other materials »

If wou accept the kerms of the agreement, click I Agree bo continue, You must accepk the
agreement ko install WinPcap 4.1.2,

[ < Back ][ I Agree l [ Cancel

2-28 VFATHhiX
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(100 ERG 5| S BaEanzd:, BOAES, sdr “Install” , 41
2-29 flw .

s ¥inPcap 4. 1.2 Setup

&E) . Installation options
¥ lﬂ caP Please review the following options before installing WinPcap

4.1.2

[#liautomatically skark the WinPcap driver ak boot time:

[ « Back ][ Install ] [ Cancel ]

K 2-29 WinPcaP [ E 2l 5 5h
1) G Tma%d, AFRRLT . HREA “Finish” , 455 WinPcaP

K225

® WinPcap 4.1.2 Setup EE&®

Completing the WinPcap 4.1.2
Setup Wizard

WinPcap 4.1.2 has been installed on wour computer,

Click. Finish to close this wizard,

K 2-30 WinPcaP 2354t
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(12) #ffbeedese 17, mifi v—3%, W& 2-31 Pios.
"% Wireshark 1.4.9%haochj (32-bit) Setup

Installation Complete
Setup was completed successFully, E
Completed
l.;.............:,..,.m,.m,..,.m,..,.m,.m,..,.m,.m,.:,.m,..,.m,.m,..333333333333333333333334
| Output folder: C:\Program Files\wireshark ~

Extrack: mergecap.exe

Extrack: mergecap.html

Cukput Falder: CProgram Files!iwireshark,
Extract: capinfos,exe

Extract: capinfos, html

Cukput Folder: C:\Program Files'Wireshark,
Extrack: rawshark,exe

Extrack: rawshark, htrl

Cukput Folder: C:\Program Files\wireshark
Extract: user-guide.chm

Completed e

K 2-31 Wireshark ZZ3E 45K
(13)Wireshark %3 )5 J5 — 0, 2)i%“ Run Wireshark:«+ -+ ”, Ed“Finish”

% Wireshark 1.4.9%haochj (32-bit) Setup EHE”E'

Completing the Wireshark
1.4.9haochj (32-bit) Setup Wizard

wireshark 1.4, %haochij {32-bith has been installed on wour
cornpuker,

Click Finish to close this wizard,

[¥]Run Wireshark 1.4.3haochi (32-hit)

[ ]show Mews

Kl 2-32 Wireshark J§Ih 23k
2. Wireshark [{)3& A #4F
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(1) fE£ip 7 192.168.0.4 1Rz EAL X 2 2L 47 (1) Wireshark 7] #1473
£ “Wireshake.exe” , i Wireshark #1E 51
(2) fERHAE ST “INa” , EiEmbpd “MESHERF” . K 2-33

I

"\ YEware Accelerated AND PCHet Adapter (Nicrosoft’ s Packet Scheduler) (icmp) — W... |2|

@ w®EEO NEW ERe BENEE ofel SutE BREQ TAEM@ B
Bw e = X BRI ot HE| QQ QM @ EM
- | i nossieE ... | CrléE | \
Wi | e Cupp | TR TR I
Ha. Time Sourece % = (kT riy1+p Frotocol Info
20000043 19216804 s IUME Echo lping) reply  (id=UxU00

31003130 192.163.0.6 IS " IOMP Echo (ping) request (id=0x00r
41003171  192.163.04 ﬁ Sl ICMP Echo (ping) reply  (id=0x000

2-33 EFIMUS Lk
(3) ERXEFUER, APBESIMA, BDy)a i EA] e 0w Rk AR
NIIERBENr AL o T MF SRR E R 1 W R (R A T i R i %

| 7! Wireshark: i 2cmm

§ome
FEO iZEHﬂ LT '.I'Tﬂware Accelerated AMD PCHet Adapter Microsoft’ s Packe‘lg
IFHbHE: 192, 165, 0.4 [|Adapter for generic dialup and ¥WFH capture: “Dewice‘HPF_Gen

HERE sl AR - | 23| VMware Accelerated AMD FCHet Adapter Microzoft’ = Facket S

TEiRAES T ! —— 2
[] $MERFPCAP- HeAEELRUEEE- (208 ) = e [, = mezabyta (=)
CIFRsgism—am@ [ bytes L&
MEEEC): | | ==
S L EEEm i
wrte: | ETEAEY TR B A

[ =R
T ST | IMEET B=higE=h

mimute =) | PR
==l B
' S0 EEFAMAC S AT (1)

i PR . —
s 1 Bl [ sy RS 5 et )
Fles | Ferah A |
0...5 | | Tl B R S TR (D)

[(wmo ] (e J[ =mo ]
K| 2-34 Wshr M -FEik
AT I LN A S 3R & 1 ep “ping 192, 168.0.4” , 24 ping 453
S, m i TR EE VU N4, 45 IEE T BPNa, i 2-35 B
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‘) Yireshark: e El@l g|

= [§2)
O lﬁiﬂﬂ v| |WMware hocelerated AMD FCHet hdapter Microsoft’ = Facke |E]
IPHil.iJJ: 192, 168. 0. 4 _
BERR B oL AR - I Ethernet V|
ERALE TR, it
[] $MBRPCAP- WoAETLEUEHEE (38 B i_l—

[ FsiE— L || bytes SEe
e o). | | e (=)
M ERET '

i | (MR ®] | 5 emErenE

[ Rz
o ey ||| B et e

|
| [nimute G | PRI B EHE

FEUFEEFAMACE SRR ()

5 [ L onE [ it R FIER 5 FRHT 00
O..5 [ |mezabyte (= !
0.k [ Al || [ iR S TR @)

[ [ wwo |

K 2-35 fp N i 6
(AR — T AR B REIE R 1817, EINEILJELF RN icmp, wii

ANAN IR, W E s,

il Capturing from VMware Accelerated AND PCHet Adapter (Nicrosoft’s Packet Schedul... [D|[E]E
ICtE) fREEE) MBI FEe MeEc SFo St #=HEQ TR@ #EEho
BE e BEEXEE AesaTL|EEQQAARN | @#BDB -
g | | ~ =miast . &R BA

Ho.

Echo (plng) reply (ld 0x0001, se
Echo (ping) request (id=0x0001, =
Echo (ping) rephy  (id=0=0001, se
Echo (ping) request (id=0x0001, =
Echo (ping) rephy  (id=0x0001, se
Echo (ping) request (id=0x0001, s
Echo (ping) reply  (id=0=0001, se

20, 000043
3 1002130 192.168.0.6
4 1002171 192.162.0.4
S 2004749 192.162.0.6
& 2004730 192.162.0.4
7 2002140 192.162.0.6
g 2002181 192.168.0.4

| >
# Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
# Ethernet I, Src: SamsungE_d1:15:47 (00:24:54:d1:15:47), Dst: ¥mware_46:04:bd (00:0c:29:46:04:bd)
® Internet Protocol, Src: 192.168.0.6 (192,168.0.6), Dst: 192.168.0.4 (192.168.0.4)
# Internet Control Message Protocol
o000 00 0c 294504 bd 00 24 54 dl 154702004500 | F...3T..G..E.
0010 00 3c 114400004001 &2 19c0 a8 0008 cO a8 < M..@. ........
00z0 000408 004d0c 0001 OO 4f 616263646566 ..M., Dabcdef T

&

0030 a7 68 69 6a 6b G B 6e 6f 70 ?1 7273747576 qhnklmn oparstuy

Rl o B kBl o drtwRE . o WO rdte . - .

l 2-36 X icmp IHNEL
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BAVEDEE ENLH A S PR FFE R “ping 192, 168.0.4”7 , 4 ping 450/
J&, s TR IUANZEL, S50 IEfE BT e, ikl 2-37 Fios.

" Capturing from VEware Accelerated AND PCRet Adapter (Microsoft’ s Packet Schedul... I:”El&_
It E) FHEE) Bl FEie e SiTe #Hmite) smiEe TAR@  #Bhw

B BEEXEE Ae+»sanTL(EEQRQAARN #XB -

g | | v migst..  ERR FEF
He. Time Destination Frotocol Inf
2 O 000042 192.168.0.4 192,168, O 5] ICMP Echo (ping) rephy (|d:O><0001 e
3 1.003130 192.1658.0.6 192.165.0.4 TP Echo (ping) request (id=0x0001, s
4 1003171 192.168.0.4 192.168.0.6 ICMP  Echo (ping) reply  (id=0x0001, se:
5 2.004749  192.168.06 192.168.0 4 ICMP  Echo (ping) request (id=0x0001, =
£ 2004790  192.168.0.4 192.168.0.6 ICMP  Echo (ping) reply  (id=0x0001, sec
7 3.008140 19216306 192, 168.0.4 ICMP  Echo (ping) request (id=0x0001, =
2 3.008181 192.163.0.4 192.168.0.6 ICMP  Echo (ping) reply  (id=0x0001, sex

# Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

# Ethernet 11, Src: SamsungE_d1:15:47 (00:24:54:d1:15:47), Dst: Vmware_46:04:bd (00:0c:29:46:04:bd)
® Internet Protocol, Src: 192,168.0.6 (192.168.0.6), Dst; 192.168.0.4 (192.168.0.4)

# Internet Control Message Protocol

OO0 00 Oc 29 46 04 bd 00 24 54 d1 1547 08200 4500 0F... 3 T..G. E.
0010 00 3c 11 4d 0000 40 01 &8 190 a2 00 05 ¢l a8 <M.@. ...
0020 0004 028004d 0c 0001 OO0 M 6le2e26d4e566 ..., . Dabedef
0030 &7 68 69 68 &b &c 6d 6e 6f 70 71 F273747576 qhnklmn oparstuy o)

AT am 1 imn mear o R EL. Bk EL. o didAwREL. o RO rdh.n - 1.

B 2-37 §t% dcmp KL
ME R LLES], 4 ping iy 245, —IL9Ns] 8 MR, REFREY)
ML AR A R ML ML Y) ICMP Echo Request £, WU i L 41 & 1]
YyHE FHLI ICMP Echo Reply £, &5 i A £ 1 5
(5) FHHOEEFAE, AW B R BB SRR AT R TR AT,

| 7 Wireshark: e
§ e

=
#O: | b |Wﬂware Accelerated AMD PCHet Adapter (Microseft’s Packe'|E

L
TrHifk:192. 168. 0.4 -
HEIR LR | Ethernet Vi
ERAES T,

[ $Mpcar- NoigstAORB e k) e
Z 5 megabyte (=)
O] FEss—aw | bytes -

MBS () :tcp dst port S0 !E]

I | EFEm
Tt | [ME®)]| & xmEranE
iR

E———— | I EAT BEhigsh

i I || O emnmE e e
e 2-38 T}szcﬂé%iid”kﬁ’]atﬁai

FIAFMYERS, Uin www.baidu.com, # s a6 e, ~ Bl — Bt
JEITHIEL .
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4! ¥Eware Accelerated AND PCRet Adapter (Microsoft’s Packet Scheduler) (tep dst port 80) — Wireshark
ufrE wmEE MEE =Eic IR0 Sftw Fte d8EQ TAEO BB

Bedes BEXRE | A++»0TL EE Qcal daBB% B

g | |~ miaz = ez
Ho. Time Source Destination Frotocol Info G
7 13660895 19215804 115,239.210.27 TCP  tams = htp [SYN] Seq=0 Win=65535 Len=0 M55=1450 WS=2 SACK_PE
2 13732902 192.168.0.4 115,239.210.27 TCP  tams = htip [ACK] Segq=1 Ack=1 Win=262140 Len=0

GET /HTTP/1.

htip [A 262140 Len=0

tams > http [ACK] Seq
12 18.314936 192.168. O 4 220.181.141.28 TR mgep-callagent > http [SYN] Seq=0 Win=£5535 Len=0 MS55=1460 WS=2
13 21.284038 192.168.0.4 220.181.141.28 ARG mgcp-calagent = htp [SYN] Seq=0 Win=65535 Len=0 MSS= 1460 Ws=2
14 21.526404 192.168.0.4 220.181.141.28 TER mgep-callagent > http [ACK] Seq=1 Ack=1 Win=255552 Len=0
15 21526473 192.168.04 220.181.141.28 HTTP GET /diagnosis.ini HTTP/1.1
16 21.852514 192.168.0.4 220.181.141.28 RS mgep-calagent = htp [ACK] Seq=254 Ack=231 Win=255320 Len=0
17 21854929 192.188.04 220.181.141.28 TCP mgep-calagent > http [FIN, ACK] Seq=254 Ack=231 Win=255320 Len=0
18 24.402133  192.168.0.4 220.181.141.28 TER: mgep-calagent = http [FIN, ACK] Seq=254 Ack=231 Win=255320 Len=0

iR AC BnnneT  dAn AE6 A A AmA i6d 444 ne TAR mnde b FOURTT Cnn A M EEERE | A RACE_ A AEA e A caris ot Y
& Frame 10: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

& Ethernat 11, Sre: Vmware_46:04:bd (00:0c:29:45:04:bd), Dst: TendaTec_08:29:d0 (¢8:3a:35:08:29:d0)

& Internet Protocol, Src: 192.168.0 4 (192.168.0.4), Dst: 115.239.210,27 (115.239.210.27)

& Transmission Control Protocol, Sre Port: tams (2726), Dst Port: hitp (800, Seq: 333, Ack: 1766, Len: O

0000 c833350829d0000c 294504bd 02004500 .5.).. F...E.

0010 00 287c 5640004006 b7 c2c0a830004 73 ef (|V@.@. ... 5.
0020 d2 b 03 a6 00S0bacd c8c3ab 719775010 ....P...q.P. -
0030 ffffd7 2cOOQO L.

K&l 2-39 W% WEB 21
MEFELHF AR LLE R, MM ENL A ) B FRik AL —A, maEA

(7 Y B T A ) B AN AR ]

RESNEHLER B BRI IRSS de i se, MU AL E e IE —4> SYN ARid iy
B, HURRS S R (IR E 7) o RS ERumIE] SYN brid AR 5,
e K —%F SYN RN ACK 45% AL CEIEALL A1) Homxf 5 —A SYN
BLIRIN, HARSHETFEIE (it 8) o BALFNLE] ACK Frid KA EL,
M RIE—A ACK PR BN B4 ik 5o, 1850 A IER O @ (il 100
W =EF, —A> TCP & e .

T £ C 305 23 TH 8 T 11 R0 ) 2 12 S 1 2 A B0 B 1) J2 IR S R AT B L 53
&N E R 16 BEHEEE K BAN S, BRI AR g
24

3. fEHUE G b BE AR R

No.Zl#xiR it Ethereal i3k £ 617 5

Time FoRAEA 2 I 3R B 12 804 1

Source #iI Destination #7514 H i G0 U H kAT H

Protol 2 B i A4k A0 4580 FH i i

Info S 7E 51 3% i R MES H 2 88 B 45 B

Frame AR I

4. IR

a. ether host 00:€5:99:00:00:03

|
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3k MAC Hihik %y 00:€5:99:00:00:03 [ 2% 15 4 38 15 ) BT A R SC
b. host 192.168.11.22

3K IP Hitik o 192.168.11.22 ¥ 45 15 #3845 [ B A i 5

c. tcp port 80

IR 25 web WG ¥ BT A 4R 5L

d. host 192.168.0.8 and not tcp port 80

fili3k 192.168.0.8 [ 1 http 4 AT i 15 H 4 4 ST

e. tcp

KT A TCP Ir 4 &

f. tcp port 23

fili3k TCP ¥ 152 23 Pdat, AE &R LR H i

2.2.3 B&

A S, B4R Wieshark HHEAHC B AV F 75k, [t xf odfe A% i i)
AR 7R TR LEAnE SRR B = R T, AN R A R
PSR % AN ] o

Wieshark fEHA 12 1A 1 il 48 (108 - AAE 22—, HponlE AR - Hr
Pt o ARSI REATIE 2L Al B AR 0S: EH wireshark I, d#idHs
B AL e KA AR B CARE A, XFERR QR LA E A ) R BB A
T REHEE X B AL A R R K 3 BOEHL AT DA IR I 3 3R ) o ol 5 A
IEEHEAT AL

30



W 2% 2 4B TS|

2.3 E4E AR F B TR R SC I
2.3.1 4 PR ¥ BT

6246 e 5% Moty B B 5 AR A2k B AR ML g (L3R LIRSS, /2 JE 2 H I Bt
FBe 2z — o FLIRE 2% a1 58 HEAT MV FEPE BT R R AE 48 IR 55 B i — /i 4, R
LRSS H ARG BRI, A i 55l 5 L 2 LB, R JE THE 4 2% Bt
16 246 i 5% Brs 1) A — ELAS AN 3 & BN o, 90 DR R Dl 2 vl T X 2% R L
A B [ 2 A R B IE B, ANTTHE 26 R 55 B R ROy 1 B0 5 I 4 Tk . Mot
BEATHE A8 IR 55 B, S2bm bk iR g% 2 SEIL P AR AACR, . — R aE A IR 55 4% ) G2 0 DX
ARWCHTRER: R AEH TP 0w, 18RS S0 E VR P R R AL,
BV P R

TR 48 IR 55 B Al R Ge e, B B IC R G ERE, DRy i & 48 F B
B A SV P ek Uil KBS R0 RS0 B i & A0 W 2 20 11 #4553 %2 DoS
Kidio SYN Flood f&4RTHIMATII DoS (4E4E M4 2iti) 5 DDoS (4rAf s A4
MRS T F Nz —, XR—FRIH TCP Wil BiiG, Kik KRG 1 TCP #
PR, IS4 o 5 SRR (CPU Sl AR N AF A L) B i . A
QX P B I S AR SRR TCP R S I R iR . 57 TCP e i britE i
FERIXFEM: B, WERm (B0 KIE—ME SYN FR&ER) TCP 434, itk
[F 25 S0 2 8 B 2 P witi o F 10 s 1 A TCP SEREMIWILG T 55 B0, M4eas
FENCRE P i) SYN 4345, Bk El—A SYN/ACK 404,  3R7R% 7 o (118 Sk 4
. =00, F R EI— AN ACK GRS #R, Ftk—AN TCP i
e TERG DRSS R TCP WM P PR Jy =48 T (Three-way Handshake ).
] B E TCP 4% M =UAE T, R — R P ARG 38 K% T SYN 45
RORVEMNLEBELL, TR AMRST2STE K SYN/ACK N2 G /& Toig Ui 2 25 7 3 () ACK
SR CGEZRBTFIETERD, XM BN EIT TCP HEHRES . S iRk %%
o — M EIX (PRI SYN/ACK 457 i) HRAE R — B R J5 & 701X A
H TCP 4%, X B A FERATFR SYNTimeout, — MR ULIX AN [A] f& 404 i
HESH (RN 30 B-2 4 B — AR M RE REBURS S0 — RS
5 1 R IHARATARR WA, HUURE —NEE RS E KERX G

31


http://baike.baidu.com/view/126147.htm
http://baike.baidu.com/view/1960.htm
http://baike.baidu.com/view/1064705.htm
http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/view/16603.htm
http://baike.baidu.com/view/16603.htm
http://baike.baidu.com/view/899.htm
http://baike.baidu.com/view/266782.htm

W 2% 2 4B TS|

UL, MRS AR Y T 4E AR R I E R YR T E AR IR 2 B ——
WAV ERE, BRI fa A DR A7 IRk P B 2 B AR H 2 11 CPU I [RJ AT
17, FIHLEEARWXIX ANFIRA IP 35T SYN/ACK MIHE K. SEhr B un RS
a0 TCP/TP ARAE SRR, o (45 RATAE R HE Feiln A it BV A 55 45 o 1)
AGepank, MRS SR A D& 1) TCP ERGFRRMTE MR AR
FPIEHEER (R P iR H I R R AER 2N, B IR 207 (1 £
JEEK, MRo5H REWN, XFHERBATIRAE: Mdsasims2 3 1 SYN Flood B
e

2.3.2 IER AR S BT/ R SELE

—. SR HI:

*#>) DoS (Denial of Service) Hrily ik ACHE & FH AR 1H 26 I 25 Mook J
YR — R R FH % R BRI Web R 45 88 AR B0 5 72

TLOSRIONAE: 1. WEMBIE TR 2. wE MR, EREL DR
OEHRER O, BoRE H e WIW RS20 TPtk IF RoRfERR R b 407 S0
[P 3047 4 260 R 55 Bl i Mok 45 R BEAT A, KAt A R AE e

=L SEIRERM (AL ToE ) AN AIEENL | SYNflood MUAHIR A, (W
syn. exe) % LHBEEH —ERGRTE, EUHEEIIAE R,

CAEmFEm ] RO T, Wi ERINL. R T, K
VAROCRT K88 (IR, REGEE WP KE  PIENLE—H, MHEIHA.

PU.  Sege b iR

1. A1FEH:  B3% Windows2000 server, I TIREH, &H
netstat —a fx%, %R WIN T PTH SATHER, FTLUER S netstat —a TR
[l A2 LRI A B, DRI IR B8 T4 SYN Flood MU

2. GfEE <. widdar A7, VI3 syn.exe, ANLLFRE A2
C:\syn. exe I IP B 0 5 Ip Jidm 1 RIEMAEE JEH REL (8]
BE% ) ]

3. AEHE L MANmA)E, BGhIFG, #%F ctrl+C A LME RSk

4, HGAEEH: FIRIZAT netstat —a w4, AHMESZ SYNflood Bliti 2 f5 1

32



W 2% 2 4B TS|

g AR RIRGE] T RERMNFEA ip M DR HE) SN 4L, S8E R4
e SR B, RGN

5. M AAHEAZ#eSEg

6. A MR, TR ANLEIBT KEEPAE, BRI synflood Biifi, BESE

RETHIAR
SR BE A R ARSI BN B T > Web IR 55 4%

Apache ZLiifl, FH IE BYASE71A)9% Web ARS-2%, FTLLIEM VM) T BCEET,
FUTAiZ Web R45ds, C&AR LAY
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RR= BIEMEBERA

HRMV B8 I R

T 73 A S B (5 P e 8 ) R P Bt N o 22 4z ) L

PN P R Y B8 I A

%3 B

® EREMIAHIA KM

®  FRFENTAR N SRR 2 I P A R A KA DL K 1 X
® iR PGP N R GH) TAF R B . 205 0 A pANE B

3.1 #hik

3.1.1 BEENHS

TR SR T ] A A AR B RS RO R 5 W TR RS A AL R B AL
I FH T G il 2 A DA OR ST OB A5 A 0, AROU G55 B AR 5 AR EUIE 15 15
Wy, MBS, BARE .

S A AN B AR I A5 B K Ak o AE BT Ao (5 08 DA S He AR A
IECETERE T, W BN EEAMT SR A 0 3, FE BRI R, &
A 525 Ron Rivest OREIE : “ SRS 02 0 T WM AE BN AR AE AR B Fhad a7,
B LREAN A, XA S T2 SAMCA 57 F . iR B Mol
AL AIAAIE S D7 R A% L SRS 22 0 2 H A2 RS 2 10 S IRARES
JRAE D BAFAE o SR S Rt USRS, Rl AR T U 5 R 45 4 BT (e A
B, vy A 515 B IPLE . S22 N AR B AR B E MR
SIBLAE s AN AE A B AF B Y . H T 55 5555

3.1.2 BEENLR

B A R S PR 3 2 SC kb 2D R R, SR SRR
ARUIBIH, RN — 4R IR AR B . B BOE, BT2. &
o fEBIE IEHURRESH AT IS DIBR. EOICTRR, R

34


http://zh.wikipedia.org/wiki/%E6%95%B0%E5%AD%A6
http://zh.wikipedia.org/wiki/%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%A7%91%E5%AD%A6
http://zh.wikipedia.org/wiki/%E4%BF%A1%E6%81%AF%E8%AE%BA
http://zh.wikipedia.org/w/index.php?title=Ron_Rivest&action=edit&redlink=1
http://zh.wikipedia.org/wiki/%E5%B7%A5%E7%A8%8B%E5%AD%B8
http://zh.wikipedia.org/wiki/%E7%B4%94%E6%95%B8%E5%AD%B8
http://zh.wikipedia.org/wiki/%E4%BF%A1%E6%81%AF%E5%AE%89%E5%85%A8
http://zh.wikipedia.org/wiki/%E8%AA%8D%E8%AD%89
http://zh.wikipedia.org/wiki/%E5%AD%98%E5%8F%96%E6%8E%A7%E5%88%B6
http://zh.wikipedia.org/wiki/%E8%AE%A1%E7%AE%97%E6%9C%BA%E7%A7%91%E5%AD%A6
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http://zh.wikipedia.org/wiki/%E9%9B%BB%E5%AD%90%E5%95%86%E5%8B%99
http://baike.baidu.com/view/7411.htm
http://baike.baidu.com/view/1318218.htm
http://baike.baidu.com/view/9995.htm
http://baike.baidu.com/view/1284.htm
http://baike.baidu.com/view/89996.htm
http://baike.baidu.com/view/24931.htm
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Ao fEEFEINE WA SOIRE, R PR SO R B0 s g Sk
KRS — AR, RRSEROIE MR s 5. R e AL
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http://baike.baidu.com/view/97668.htm
http://baike.baidu.com/view/994253.htm
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W 2% 2 4B TS|

£ OST Z A, B 1 182 LLAN, FLAB A R By ml DAREAT — e RE L AN
(H S0 BB A e R BT I . A AR s 2 AR TN A A s N .

3.2.1 R4
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BN, HEPANEEA - ERNAEE. WK 3-2 fis.

A
]
)
L [
oI LY
o L]

']

r] L
L
r

il s K 1“ sl
FeTEEER, ¥ * TEEEEE;
Ere] o fizaenh o fiaaee
— | R IEI mrEER  |=
BRr

32 fgnE i

g ] LKSUr N RO LR N F DES %5 JLRP 7 =

(1) FRAGnE

FAFIINEE R LAFRF I B X G o 8 A B B hD A AR 7 B hg i b g =X 18
B, GAEEH R AN B — AR TR . Bl —
AL R YA, R ET, AT RS 4 DT, Bl a B8 E.
e b BHCNF. ¥ 2 B D, 4 HURXMINERENESH, SRR T
FEATLABE RS o X b5V LU BT B, IR DB . e R ML T — P B R A 2
PP S E, AR SO I — AN AN E R A — NS AN B
B 2 R RF SO AT, R 2 B SRR R o 177 A8 57 5 A 2 Xof B ST -4+
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P FETE IR, — B E.
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S (R AL S8 38 5304 DES. DES3. RDES. IDEA. Safer. CAST-128 %%, I
N FASON T2 10 A 56 B8 N5 b DES. DES Skt IBM B, T2 AT
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&7 YEwarce Workstation

e
'

e Wirkual
Machine

HE
-
T

Mewvy Team

Dpen Existing
WM or Team

Yhilware Workstation

YMware Workstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtual machines, Each virtual
machine is equivalent to a PC with a unique network address and Full complement of
hardware choices.

Click this button to create a new virtual rachine. ¥ou then can install
and run a variety of skandard operating syskems in the wvirtual machine,

Click this button ko create & nesw team, You then can add several virkual
machines and connect them with private team LAM segments.

Click. this button to browse For virtual machines or teams and to select
one to display in this panel. You then can interact with the gquest
operating systerm within this display as vou would a standard PC.

No
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K 4-44 Frad Bl
(2) BF-—B80m, KK 4-44 Fios.

New ¥airtual Hachine Waizard

Welcome to the New
Virtual Machine Wizard

Thiz wizard will guide you through the zteps of
creating a new virtual machine.

HEif

K 4-44 Frad Bl
(3) AP FRERSE —miHE X, FNRZMEEFERNA C®E, W
445 F7R

New Virtual Nachine Wizard

Select the Appropriate Configuration

How would you prefer to configwre your new wirtual
machine?

Yirtual maching configuration

() Tupical
Create a new wirtual maching with the most common devices and configuration
optionz. Thiz wirtual machine will not be compatible with Wiware ESH Server
2.1, G5% Server 3.1, ACE 1.% orWorkstation 4.,

Choose thiz option if you need to create a virtual machine with additional
devices or zpecific configuration optionz, or if you need to create a legacy wirtual
machire.

e e

77



) 2% 2z 4 FE S|

K 4-45 PRI
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Hew ¥irtual Nachine Wizard

Select a ¥Virtual Hachine Format

Whiech format would weu lilke to usze to create the new
wirtual machine?

*irtual maching farmat

(%)M ew - Workstation &

Create new virtual machine uzing the latest format to leverage new features
available in ‘workstation 5. This wirtual machineg will not be compatible with
Whware ESk Server 2., G5x Server 3.4, ACE 1.5 or Workstation 4.1,

) Legacy
Create new virtual machine wzing legacy farmat. Thiz vitual machine can be
uzed with *Workztation 5 but will operate in legacy mode. [t iz compatible with
Whiware ESE Server 21, G5 Server 31, ACE 1.% and “work station 4.,

KEf®|Ff—2m > [ =& |

Kl 4-46 LR N
(5)PEE R IR T BE RS0 N Microsoft Windows, Jiw A~ Windows Server
2003 Enterprise Edition, #1447 B~

New ¥airtual Nachine Wizard

Select a Guest Operating System

Which operating system will be installed on this
wirtual machine?

Guest operating aystemn

(%) Microzoft \Windows

(3 Lirx
(1 Movell Mefwiars

{3 Sun Solaris
) Other

“erzion

windows Server 2003 Enterprize Edition

KE—F®|F-Ffw > [ =¥ |
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Hew ¥irtual Nachine Wizard

Hame the ¥Virtual Hachine

Yhat name would wou like to use for this wirtual
machine?

Wirtual machine name
iWindDws Server 2003 Enterprize Edition |

Location

DB win2003 | | Browse..

KEf®|Ff—2m > [ =& |

K 4-48 3ENE
(7) $RE AN, BB N, WK 4-49 Fiw.

Hew ¥irtual Nachine Wizard

Processor Configuration

Specify the number of wirtual processers for this
wirtual machine

Froceszorz

Murmber of processors: ) Dne

KEf®|Ff—2m > [ =& |
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Hew ¥irtual Nachine Wizard

Hemory for the ¥irtual Bachine
How much memory would wou like to usze for thiz wirtual
machine?

ermaomn
Specify the amount af mermany allocated to thiz vitual maching. The memaon size
muzt be a multiple of 4 MB.

bemar far this wirtual machine: B
- J | 384 5 MB

w

TR i i 1776

S Guest 05 recommended minimum; 128MB
& Recommended meman: J84kB
& M animurn recormmended memarn: FaEMEB

KEf®|Ff—2m > [ =& |

K 4-50 B NAERD
(9) fEMLERE T, Wk 4-51 Fir.

Hew ¥irtual Nachine Wizard

Hetwork Type
fhat type of network do wou want to add?

Metwork, connection

) Use bridged netwarking
Give the guest operating system direct access to an external Ethernet networl,
The guest must have itz own [P address on the external netwark.

(%)illze network, address translation [NATE
Give the guest operating syztem access to the host computer's dial-up or
external Ethernet netwaork, connection uzing the host's |P addrezs.

) Use host-only networking
Connect the guest operating spstem to a private wirtual network, on the hosgt
conmputer.

") Do not use a network. connection

KEf®|Ff—2m > [ =& |
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(10> #E# 1/0 KA, FIAEDRIAT, &l 4-52 fiw.

Hew ¥irtual Nachine Wizard

Select If0 Adapter Types
Which adapter type would wou like to uze?

/0 adapter types
IDE Adapter: ATARI

5C5 Adapters: () BusLogic

KEf®|Ff—2m > [ =& |

4-52 HFE 1/0 257
(11) EPEEERL, TR —T0 “C@EH B AL”, WKl 4-53 Fias.

Hew ¥irtual Nachine Wizard

Select a Disk
Which disk do wou want this driwe to uze?

Digk.

(%)iCreate a new virtual diski
A wirtual disk iz composed of one or more filez on the host file system, which wil
appear az a single hard dizk to the guest aperating swstem. Yirtual disks can
eazily be copied or moved on the zame host or bebween hosts,

) Use an existing virtual dizk
Chooze this option ba reuse a previously configured disk.

() Uze a physical disk [for advanced uzers]
Choose thiz option to give the virtual machine direct access to a local hard disk.

KEf®|Ff—2m > [ =& |
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(12) FEFMERA, BIAEDRIAT, &l 4-54 Fiw.

Hew ¥irtual Nachine Wizard

Select a Disk Type
fhat kind of dizl do wou want to creata?

Yirtual Disk Tupe

O IbE

KEf®|Ff—2m > [ =& |

K 4-54 e PEmE AL R
(13) B RANLERER /AN, nE 4-55 Fias.

Hew ¥irtual Nachine Wizard

Specify Disk Capacity
How large do wou want this disl to be?

Diigk capacity
Thiz wirtual dizk can newver be larger than the masimum capacity that pou zet here,

Disksze(GBE | BN 3]

[ allocate all dizk space now.

By allocating the full capacity of the virtual dizk, you enhance performance of
your virtual machine. Howewver, the dizk will take langer to create and there must
be enough zpace on the host's phyzical disk.

If pou do not allocate disk space now, your wirtual disk files will gtart zmall, then
become larger as wouw add applications, files, and data to your wirtual machine.

] 5plit disk inta 2 GB files

KEf®|Ff—2m > [ =& |
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Hew ¥irtual Nachine Wizard

Specify Disk File
Where would wou like to store information about this
disk?

Dizk file
One 8.0GE dizk file will be created usging the filename provided here.

Windows Server 2003 Enterpnze Edition.wmdk, | [ Browse...

(%o =% | [ =E |

Kl 4-56 15 B R4
(15) MRHBGEZERS, WHEERENRK. WK 4-57 fis.
BER

: File Edit V¥iew WM Team Windows Help
mnpe BGR DB E[EB
mi ==l 1 Windows Server 2003 Ent...
A~
Windows Server 2003 Enterprise Edition =1
State: Powered off
Guest 05: Windows Server 2003 Enterprise Edition
Configuration file: D\ LA ER#E] win2003\Windows Server 2003 Enterprise Edition. vinx
Yersion: Current virkual machine For YMware Workstation 5.5.3
Commands Devices
[ Start this virtual machine BB Memory 354 ME
Hﬁ Edit wirtual machine settings S Hard Disk (3CET 0:0)
@ Clone this virtual machine %CD_RDM (Ine 1:0) fato detect
EBIEthernet HaT
QU'SB Controller Present
@) Audio huto detect
B Virtual Frocessors 2
Notes
Type here to enter notes For this virtual machine Ll
b

K 4-57 WEIGIK
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(16) FeEBBamiE, WK 4-58 i,

CD—RON dewvice

Device status

Connect at power on

Connection

) Use physical drive:

Browsze. .

Wirtual dewvice node
O

@ [IDE 1:0 CO-ROM 1 -

[ Ok ] [ Cancel ] [ Help ]

Kl 4-58 fE B R AU E
3+ TERERIWML_E 2% win2003 Server R4t
(1) MR
R NIRRT 2R W E, Kl 4-59 Bk,

Hindows

2 Windows, &5

Enter=#fiE R-2E FI-EH

K 4-59 Z4 ARG A S
(2) BIEMELSIX, WK 4-60 Fis.
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(3) ¥ AREEL > X, &l 4-61 Fiw.

Enter=thiE Esc=RiiH

4-61 R 77 50
(4) RIS I E R R 3.
(5) HEANEEF M %%, WE S,
(D) N AL, Wk 4-62 FiR.
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HiE ACL AR BISKBLTIE.

¥ HH#s RIP. OSPF Bhd AL & -
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5.1 VLAN Z2& sl

5.1.1 VLAN FXHiR

VLAN (Virtual Local Area Network) [ 3% A" Rl 53" . VLAN & —
ke 550 B # IB R B 53 ) — NN R BE, AT S IR FIL T A 40 i D4 Hc s
AT o IX—F B T2 BN A A LA H 2 v, H S IR 3 FE A AT 8
Plz e VLAN 52— NEVIBE R 25 EARYE Fadk, TARZ. N A RIZ R R
B, R—AN R, 5 REALE R A KR VLAN H R g A e 2
i LAN 2L RIEE R . —A4 VLAN H s B A 2 55— A VLAN R

5.1.1 VLAN fEic &

—. SEIHE

1. T# VLAN J5H;

2. BIREYR TJRHNL VLAN [k 5)J5iks
3. THEGTRE VLAN HI%1455
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FOHLE RS AT LR AR YT ) s = AME G EC A 2O B T S0 L AT DL B ARV )
ARG TARRTE SCHAR A AT L HARVG R, E R S AR R TE SO AL AN ]
DAAHEL Vs ia], 15 SO AN B 2 (B AR BLE e s i &5 VLAN
A3 TE BRI E BT H [ A R LA A V71 A 802.1Q #E47 #55C#k
HLI VLAN,

= Ll (B

1. DCRS-5650 %#Hl 2 & (SoftWare version is DCRS-5650-28 5.2.1.0)

2.PCHL 2 &

3. Console %k 1 #§

4. HIBEMZ 2 R

a. szl

Switch A

Switch B Switch C

C I C
Wian 100 WVian 100 Vian 100

C
Vlan 200 Vian 200 Vian 200

F SRIIER
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EZHNL Ay ZTHHL B FAZHHML C 437l %i 7 AN T3 1) VLAN:
VLAN100, VLAN200. *fM k£ 5-1 fix.
% 5-1 VLAN. i 16 v 3

VLAN St A
100 1~8
200 9~16

Trunk 24

S AC L2 5] VLAN100 HIRL A RERS TARDG IR, SSHebl AL Z#bl B 5

ZHHL C 1) VLAN200 (K18 AN BERS TRV 3 VLAN100 A1 VLAN200 f% 5
ZIEANGE ARSI, 2l B 5528l C Z AR B E TRUNK.
PC1 1 PC2 MM B E AN 5-2 PR

#* 5-2 W% ip ki E

W IP Hbdik Mask

PC1 192.168.1.31 255.255.255.192
PC3 192.168.1.32 255.255.255.192
PC5 192.168.1.33 255.255.255.192
PC2 192.168.2.101 | 255.255.255.224
PC4 192.168.2.102 | 255.255.255.224
PC6 192.168.2.103 | 255.255.255.224
THHL A 192.168.1.1 255.255.255.0
Tl B 192.168.1.2 255.255.255.0
LA C 192.168.1.3 255.255.255.0

PC1. PC3 5 PC3 7 AliEAEAFZZ#Al VLAN100 KR bt 1~8 F,
=% PC HAHA Ll ping i#; PC2.PC4 5 PC6 ) BIHEAEA[FZ#HAL VLAN
MR AR 9~16 &, =& PC H MARLL ping i#; PC1. 3. 5 fil PC2,
4. 6 HAH ping AN

A SIS AR AHTE, ARSI 5E R

7Sy SIB IR
AR E ) WE

switch#set default

1k

b

switch#write

switch#treload
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Wb BATHNIBER R TTAEE 1P,
AZHHL A
switch(Config)y#hostname switchA
switchA(Config)#interface vlan 1
switchA(Config-If-Vlan1)#ip address 192.168.1.1
255.255.255.0 switchA(Config-If-Vlan1)#no shutdown
switchA(Config-If-Vlan1)#exit
switchA(Config)#
AL B:
switch(Config)#hostname switchB
switchB(Config)#interface vlan 1
switchB(Config-If-Vlan1)#ip address 192.168.1.2
255.255.255.0 switchB(Config-If-Vlan1)#no shutdown
switchB(Config-If-Vlan1)#exit
switchB(Config)#

AZHHL Ce
switch(Config)#hostname switchC
switchC(Config)#interface vlan 1
switchC(Config-If-Vlan1)#ip address 192.168.1.3
255.255.255.0 switchC(Config-If-Vlan1)#no shutdown
switchC(Config-If-Vlan1 #exit
switchC(Config)#
W= EXENLTEIE vian100 AT vian200, FFES NG .
AZHHL A
switchA(Config)#vlan 100
switchA(Config-VIan100)#
switchA(Config-Vlan100)#switchport interface ethernet 0/0/1-8
switchA(Config-VIan100)#exit
switchA(Config)#vlan 200
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switchA(Config-VIan200)#switchport interface ethernet 0/0/9-16
switchA(Config-VIan200 y#exit

switchA(Config)#

CoAlAIW

switchA#show vlan

VLAN Name Type Media Ports

default Static ENET Ethernet0/0/17 Ethernet0/0/18

Ethernet0/0/19  Ethernet0/0/20

Ethernet0/0/21  Ethernet0/0/22

Ethernet0/0/23  Ethernet0/0/24

Ethernet0/0/25 Ethernet0/0/26

Ethernet0/0/27  Ethernet0/0/28

100 VLANO100  Static ENET Ethernet0/0/1 Ethernet0/0/2

Ethernet0/0/3 Ethernet0/0/4

Ethernet0/0/5 Ethernet0/0/6

Ethernet0/0/7 Ethernet0/0/8

200 VLANO200 Static ENET Ethernet0/0/9 Ethernet0/0/10

Ethernet0/0/11  Ethernet0/0/12

Ethernet0/0/13  Ethernet0/0/14

Ethernet0/0/15 Ethernet0/0/16

switchA#

switchA(Config)#vlan 100
switchA(Config-VIan100)#

switchA(Config-Vlan100)#switchport interface ethernet 0/0/1-8;
23 switchA(Config-VIan100)#exit

switchA(Config)#vlan 200

switchA(Config-VIan200)#switchport interface ethernet 0/0/9-16
switchA(Config-VIan200 #exit

switchA(Config)#
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FRLE

24 N4 HBAE vian1, vian100 A1 vlan200 ', F+H 24 OAZE—
i@, J& tagged ¥l

AZHHL B

switchB(Config)#interface ethernet 0/0/24

switchB(Config-Ethernet0/0/24 #switchport mode trunk

Set the port Ethernet0/0/24 mode TRUNK successfully

switchB(Config-Ethernet0/0/24 ))#switchport trunk allowed vilan 100
set the port Ethernet0/0/24 allowed vlan successfully

switchB(Config-Ethernet0/0/24 )#exit

switchB(Config)# interface ethernet 0/0/23

switchB(Config-If-Ethernet0/0/23 )#switchport access vlan 100 Set
the port Ethernet0/0/23 access vian 100 successfully

B KRSl 4% N RIGIE:

HE gi g
PC1 ping PC2 ANiE
PCl ping PC3 li]
PCl ping PC4 ANl
PCl ping PC5 li]
PCl ping PC6 e
PC2 ping PC3 ANiE
PC2 ping PC4 ANiE
PC2 ping PC5 ANl
PC2 ping PC6 ANiE
PC3 ping PC4 ANl
PC3 ping PC5 li]
PC3 ping PC6 ANl
PC4 ping PC5 ANl
PC4 ping PC6 AiE
PC5 ping PC6 ANiE

5.2 (&£ F 4 R TSt S 3P B 7

— KINHEB
(1) 1AL SR PRI
(2) AR PP BCE -
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T MM

SR FH A= O DI SCRT DABE S R o 2E B SRR A B A2 K — AN TEAE ) FE I
S 1 58 0 X 248 78 il — IR R T IR BT I 45 . IEEE802.1d P S IE I 7E 2 461
Bl EIBIT—EH 45 9% STA (spanning-tree algorithm) , {71435 1 & T-“FH
WORAS", A3 N2 1R T N LAE 5 AT OB TR, A — 2B A 2L
T 43X AN % B ey I, IEEE802.1d Pl 2 EE B i 5 I 4 BE %,
Ak PR () BT HT O, AT RECRER T NS IEHa %, XARIE T TURAE
71

ARSLYME ] DCS-3926s FHIASHAMUE MR B, FLARIERRA N
DCS-3926S_6.1.12.0, SERRfEH b i T AR, DhREFIAC & 77 V208K A Al
REAFAEZE S, VB ICTHAH LA I 456 FH 35 BH R A

=, LI

(1) DCS —Zx#bl2 &

(2)PC HL2 &

(3) Console £ 1-2 1

(4) HiEMZ 4-8 i)

IS SV/[EZ2E

PC1

PC2

Ty SEUIESKR
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IP b5 E
W IP Mask FR RS
ZHHLA 10.1.157.100 255.255.255.0
1B 10.1.157.101 255.255.255.0
PC1 10.1.157.113 255.255.255.0
PC2 10.1.157.114 255.255.255.0
WX 2 7
THHLA ¢0/0/2 THHB ¢0/0/3
ZHHLA 0/0/1 ZHAHLB 0/0/4

PC1 ZZ#:4L A e0/0/24, PC2 =Z#:4l B e0/0/23

N~ SEUIED R

EEARSYNER P ER R
Foob: WMEW) WEZ )G, MY E (AT

AZHHL A

switch#config

o AN T o

switch(Config)#hostname switchA

switchA(Config)#interface vian 1
switchA(Config-If-Vlan1)#ip address 10.1.157.100 255.255.255.0

switchA(Config-If-Vlan1)#no shutdown

(
(
(
(

switchA(Config-If-Vlan1)#exit

switchA(Config)#

AL AL B:

switch#config

switch (Config)# hostname switchB

switchB(Config)# interface vian 1

switchB(Config-If-Vlan1)# ip address 10.1.157.101 255.255.255.0

switchB(Config-If-Vlan1)# exit

switchB(Config)#
BN 5 AN LA B 26 R B0 0% A

S —

ﬂ%‘:ﬁ:

(
(
switchB(Config-If-Vlan1)# no shutdown
(
(

switch(Config)#no spanning-tree

95




) 2% 2z 4 FE S|

MSTP has already been disabled. /7] 3 B 24 5 8 45 5 K 5 348 iy
Pl

switch(Config)#

I UEAC & -

switch#show span

Global MSTP is disabled

switch#

VU fHEH“PC1 ping PC2 —t "W 53 %

(1) FEAZHHL B i 1 4 5AHAL A {35 1 2 JaRIERERS, Ping £5 R 4nfe ?
HENT:

(2) i EAHHL B sm I 4 FILL, WEBLR, SHETI5:

Jus WRIE%R>

1EAZ LA {5 ] show mac-address-table iy 4225 %t PC1 #1 PC2 Mkt
TR T AR AR AR T AR A AN AR E ?

1 EFEEE

MSTP JEfi& X ?

5.3 ¥xiE ACL =SSl

— SKINHK

1 T2 —ARHER ACI:

2. TRbRME ACL ARIRISEIL T s

J37 55

ACL (Access Control Lists) & 52 # AL SEHL I — M s G i yEALH, @it sy
AR 4 T B E AL H X 2%, SZ LT DA IR 287 [l BEAT 1], A R ORUE R 4%
W22 4ziadT . MR DA TR iR E 15 B E — 4 Crule) , &2 FN
IR 1 XS VLA — 2 5 SRR ORI B E: eiFiE (permit) BiiR 4618
b (deny) o FH AT RAE IR SEA I 2 FH 2145 5 22 # /L3 AN B 7 1)
TXREREE iy 11457 58 7 1] RS el 0 A R 9 1 ACL R UE He A2 el . 3
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i ACL, AT DABRHIFAS IP Huhkf) PC sk FLe Bt PC ¥ EINTE3). HF
[P 2% 7 T

=, S

1. DCRS-5656 “t#:4l 2 & (SoftWare version is DCRS-5650-28 5.2.1.0)

2.PC Hl2 &

3. Console #; 1-2 1R

4, HIBMLET

O, sEiil#h b

vlian30

switchA

H
«+*Viani00

-.- -. -.- '-.
4 b o 9
o L 4 L
o . d .
P " 4 A
3 % 3 L
3 . } "
3 b b 1
i : 3 1
§ E 3 1 Vian101
3 E 3 T T e,
3 s 3 4 4 -
. . . . .
3 < - S s Treeaaaen "
- = r - = " i
- 4 - 4

1 PC1 i BEET

switchB

s oo .8
T SEYIESR (% B AC & AT S
1. FERZHNL A FIZZHAL B o 5% FE T 1 7 VLAN:

AL HA VLAN i R R
LML A 10 1-8

20 9--16

100 24
AL B 30 1~-8

101 24

2. ZZHHLA A1 B B 24 TIHE.
3. MEERZHALA A1 B % VLAN EEEOR IP Hihkor5l 0~ R s

VLANI10 VLAN20 VLAN30 | VLANI100 VLANI101

192.168.10.1 192.168.20.1 192.168.30.1 192.168.100.1 | 192.168.100.2
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4, PC1-PC2 MM BE N :

. 1P #uht gateway Mask

PC1 192.168.10.101 192.168.10.1 2552552550

PC2 192.168.20.101 192.168.20.1 2552552550
5\ %-‘[/IE:

PC1 1 PC2 #EAZ#ML A HRLEFIZHANL B

1. AELE ACL, W& PC #Bw] LA ping i VLAN 30;

2. fic®E ACL J5, PC1 M1 PC2 (1] IP ping Al VLAN 30, BT IP #h
HkJE A AT L

A SN A RN EVSARRT, ARSI 5 Ao

Ny SEIB R

Hob N AERE L KE, BEACHRILE VLAN {55

AZHHL A

DCRS-5656-A#conf

DCRS-5656-A(Config)#vian 10

DCRS-5656-A(Config-Vlan10)#switchport interface ethernet 0/0/1-8

Set the port Ethernet0/0/1 access vlan 10 successfully

Set the port Ethernet0/0/2 access vlan 10 successfully

Set the port Ethernet0/0/3 access vlan 10 successfully

Set the port Ethernet0/0/4 access vlan 10 successfully

Set the port Ethernet0/0/5 access vlan 10 successfully

Set the port Ethernet0/0/6 access vlan 10 successfully

Set the port Ethernet0/0/7 access vlan 10 successfully

Set the port Ethernet0/0/8 access vlan 10 successfully

DCRS-5656-A(Config-Vlan10)#exit

DCRS-5656-A(Config)#vlan 20

DCRS-5656-A(Config-Vlan20)#switchport interface ethernet 0/0/9-16

Set the port Ethernet0/0/9 access vlan 20 successfully

Set the port Ethernet0/0/10 access vlan 20 successfully

Set the port Ethernet0/0/11 access vlan 20 successfully
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Set the port Ethernet0/0/12 access vian 20 successfully

Set the port Ethernet0/0/13 access vlan 20 successfully

Set the port Ethernet0/0/14 access vian 20 successfully

Set the port Ethernet0/0/15 access vlan 20 successfully

Set the port Ethernet0/0/16 access vian 20 successfully
DCRS-5656-A(Config-Vlan20)#exit

DCRS-5656-A(Config)#vlan 100
DCRS-5656-A(Config-Vlan100)#switchport interface ethernet 0/0/24
Set the port Ethernet0/0/24 access vlan 100 successfully
DCRS-5656-A(Config-Vlan100)#exit

DCRS-5656-A(Config)#

AZ#HL B:

DCRS-5656-B(Config)#vlan 30
DCRS-5656-B(Config-Vlan30)#switchport interface ethernet 0/0/1-8
Set the port Ethernet0/0/1 access vlan 30 successfully

Set the port Ethernet0/0/2 access vlan 30 successfully

Set the port Ethernet0/0/3 access vlan 30 successfully

Set the port Ethernet0/0/4 access vlan 30 successfully

Set the port Ethernet0/0/5 access vlan 30 successfully

Set the port Ethernet0/0/6 access vlan 30 successfully

Set the port Ethernet0/0/7 access vlan 30 successfully

Set the port Ethernet0/0/8 access vlan 30 successfully
DCRS-5656-B(Config-VIan30)#exit

DCRS-5656-B(Config)#vian 40
DCRS-5656-B(Config-Vlan40)#switchport interface ethernet 0/0/9-16
Set the port Ethernet0/0/9 access vlan 40 successfully

Set the port Ethernet0/0/10 access vilan 40 successfully

Set the port Ethernet0/0/11 access vlan 40 successfully

Set the port Ethernet0/0/12 access vlan 40 successfully

Set the port Ethernet0/0/13 access vlan 40 successfully
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Set the port Ethernet0/0/14 access vilan 40 successfully

Set the port Ethernet0/0/15 access vlan 40 successfully

Set the port Ethernet0/0/16 access vian 40 successfully

DCRS-5656-B(Config-Vlan40)#exit

DCRS-5656-B(Config)#vian 101

DCRS-5656-B(Config-Vlan101)#switchport interface ethernet 0/0/24

Set the port Ethernet0/0/24 access vlan 101 successfully

DCRS-5656-B(Config-Vlan101)#exit

DCRS-5656-B(Config)#

Wb BCEASHANLA vian REHEE L 1P ik

AL A

DCRS-5656-A(Config)#int vian 10

DCRS-5656-A(Config-If-Vlan10)#ip address 192.168.10.1 255.255.255.0

DCRS-5656-A(Config-If-Vlan10)#no shut

DCRS-5656-A(Config-If-Vlan10)#exit

DCRS-5656-A(Config)#int vilan 20

DCRS-5656-A(Config-If-Vlan20)#ip address 192.168.20.1 255.255.255.0

DCRS-5656-A(Config-If-Vlan20)#no shut

DCRS-5656-A(Config-If-VIan20)#exit

DCRS-5656-A(Config)#int vian 100

DCRS-5656-A(Config-If-Vlan100)#ip address 192.168.100.1
255.255.255.0

DCRS-5656-A(Config-If-VIan100)#no shut

DCRS-5656-A(Config-If-VIan100)#

DCRS-5656-A(Config-If-Vlan100)#exit

DCRS-5656-A(Config)#

AL B:

DCRS-5656-B(Config)#int vlan 30

DCRS-5656-B(Config-If-VIan30)#ip address 192.168.30.1 255.255.255.0

DCRS-5656-B(Config-If-Vlan30)#no shut
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DCRS-5656-B(Config-If-VIan30)#exit

DCRS-5656-B(Config)#int vlan 101

DCRS-5656-B(Config-If-Vlan101)#ip address 192.168.100.2
255.255.255.0

DCRS-5656-B(Config-If-Vlan101)#exit

DCRS-5656-B(Config)#

B0 BE RS H

AZHHL A

DCRS-5650-A(Config)#ip route 0.0.0.0 0.0.0.0 192.168.100.2

I UEAC & -

DCRS-5650-A#show ip route

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

Gateway of last resort is 192.168.100.2 to network 0.0.0.0

S$* 0.0.0.0/0 [1/0] via 192.168.100.2, VIan100

C 127.0.0.0/8 is directly connected, Loopback

C 192.168.10.0/24 is directly connected, Vlan10

C 192.168.20.0/24 is directly connected, Vlan10

C 192.168.100.0/24 is directly connected, VIan100

AZ#HL B:

DCRS-5650-B(Config)#ip route 0.0.0.0 0.0.0.0 192.168.100.1

VU5 7E VLAN 30 3 I b & o L1 R[N T 8, FRAE VLAN 30 1]
Pl ping .

AZHHL B:
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DCRS-5656-B(Config)# interface ethernet 0/0/1 (17— vlan 30 N 4%
157

DCRS-5656-B(Config-If-Ethernet0/0/1)#loopback

DCRS-5656-B(Config-If-Ethernet0/0/1)#no shut

DCRS-5656-B(Config-If-Ethernet0/0/1 ))#exit

FHP: ARLE ACL KESl.

IGUE PC1 A1 PC2 2 [8)J2 75 A A ping i VLAN 30 fE42 M ip bl

HN: BoERE VRS 5K

ik BEmAARUE IP U5 iR 515%

DCRS-5656-A(Config)#ip access-list standard test

DCRS-5656-A(Config-Std-Nacl-test)#deny 192.168.10.101 0.0.0.255

DCRS-5656-A(Config-Std-Nacl-test)#deny host-source 192.168.20.101

DCRS-5656-A(Config-Std-Nacl-test)#exit

DCRS-5656-A(Config)#

B EfC E -

DCRS-5656-A#show access-lists

ip access-list standard test(used 1 time(s))

deny 192.168.10.101 0.0.0.255

deny host-source 192.168.20.101

I 2 BCEBUARAE 1P D5 511R

DCRS-5656-A(Config)#access-list 11 deny 192.168.10.101 0.0.0.255

DCRS-5656-A(Config)#access-list 11 deny 192.168.20.101 0.0.0.0

Sk EVERPRIIEEIT R, BRINSE T A

DCRS-5656-A(Config)#firewall enable

DCRS-5656-A(Config)#firewall default permit

DCRS-5656-A(Config)#

BoFAC A .

DCRS-5656-A#show firewall

Fire wall is enabled.

Firewall default rule is to permit any ip packet.
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DCRS-5656-A#

L ghw ACL 2% i [
DCRS-5656-A(Config)#interface ethernet 0/0/1
DCRS-5656-A(Config-Ethernet0/0/1)#ip access-group 11 in
DCRS-5656-A(Config-Ethernet0/0/1)#exit
DCRS-5656-A(Config)#interface ethernet 0/0/9
DCRS-5656-A(Config-Ethernet0/0/9)#ip access-group 11 in
DCRS-5656-A(Config-Ethernet0/0/9)#exit

BoFAC A .

DCRS-5656-A#show access-group

interface name:Ethernet0/0/9

IP Ingress access-list used is 11, traffic-statistics Disable.
interface name:Ethernet0/0/1

IP Ingress access-list used is 11, traffic-statistics Disable.

%)\E: iRkl

PC Al Ping ghiR J A
PC1: 192.168.10.101 | 0/0/1 | 192.168.30. 1 AN
PC1: 192.168.10.12 | 0/0/1 | 192.168.30.1 ]
PC2: 192.168.20.101 | 0/0/9 | 192.168.30. 1 AN
PC2: 192.168.20.12 | 0/0/9 | 192.168.30.1 il

. EEFEIANH
1. % ACL PRI &2 H L N, RIS — 2RI, xfik ACL
Al b4h

2. i IR 7 A B A YR ACL s B (L ACL RINVLECKS, A 21{#H
BRI
3. firewall default x4 HXTATA O N DR IP AR, *H eI

frt

TR

4. — A HATLAGRE — 2 A H ACL.
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5.4 B % [X1g OSPF it &

S H B

1. HEiEZ X OSPF HIALE

2. FEfE OSPF [X48# 7 3.

IS FH 855

IR &2 OSPF LT RIP [E ZER 5y, At m] DU R4 % H A%
AEVE S P AR 1) OSPF PRHIS%H , BEARER IS B 2%, EXIIL A &,
SEILES HAE RN R HEH], RKIRE T R E M.

S B

1. DCR-2611 =& (Version 1.3.3G (MIDDLE))

2. CR-V35FC —1f

3. CR-V35MT —1f

SlllE7FED

SEYIER
Router-A Router-B Router-C
Serial0/3 172.16.24.224 | FO/0 172.16.25.224
Serial0/3 172.16.24.124 | FO 172.16.25.124
Loopback 0 10.10.10.124 | Loopback 0 10.10.11.124 | Loopback O 10.10.12.124

1 FHRIR I B R N 2% 5
2. P IREOR I E B A R L
LI TR
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H—ob IR ERECE KBS ZOR P ik, REPTA R H 4
up IREA, Ml

T .

S

%0 ¥ Router-A. B NI area0.

Router - A:

Router-A_config#router ospf 1

Router-A_config_ospf_1#network 172.16.24.0 255.255.255.0 area 0

Router - B:

Router-B_config#router ospf 1

Router-B_config_ospf 1#network 172.16.24.0 255.255.255.0 area 0

% =5: K Router-B. C MM areat.

Router - B:

Router-B_config#router ospf 1

Router-B_config_ospf 1#network 172.16.25.0 255.255.255.0 area 1

Router - C:

Router-C_config#router ospf 1

Router-C_config_ospf_1# network 172.16.25.0 255.255.255.0 area 1

L. #F RA. RC L OSPF ¥ %,

Router - A:

Router - A#show ip route

Codes: C - connected, S - staticc R - RIP,B - BGP,BC - BGP
connected

D - DEIGRP,DEX - external DEIGRP,O - OSPF,OIA - OSPF
inter area

ON1 - OSPF NSSA external type 1, ON2 - OSPF NSSA external
type 2

OE1 - OSPF external type 1, OE2 - OSPF external type 2

DHCP - DHCP type

VRF ID: 0
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C 10.10.10.0/24 is directly connected, Loopback0

C 172.16.24.0/24 is directly connected, Serial0/2

O 1A 172.16.25.0/24 [110,1601] via 172.16.24.2(on Serial0/2) ! $27~5 > £
(152 OIA Xk[alE% i, OIA [ i I8 LSA3 KL Hk

Router - C:

Router - C# show ip route

Codes: C - connected, S - static, R - RIP,B - BGP,BC - BGP
connected

D - DEIGRP,DEX - external DEIGRP,O - OSPF,OIA - OSPF
inter area

ON1 - OSPF NSSA external type 1, ON2 - OSPF NSSA external
type 2

OE1 - OSPF external type 1, OE2 - OSPF external type 2

DHCP - DHCP type

VRF ID: 0

C 10.10.12.0/24 is directly connected, LoopbackO

O 1A 172.16.24.0/24 [110,1601] via 172.16.25.1(on FastEthernet0/0)

C 172.16.25.0/24 is directly connected, FastEthernet0/0! #&/x 2 >] 312
OIA [XiiF g1, OIA % 2ilid LSA3 feft

TR H AN

1. XK AR OBk AT

2. fENET XN aread WAfFLE:

3. area 0 RA—ME&RIFK, JHZDHEHEHE T X R,
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5.5 iRE2¥E O PPP-CHAP ECE

—. SEUTHE

(1) %42 CHAP Wil &

(2) FHfALUEEL R

= NH®E

BT HERE, TFER AT & 30 5 4 fe i rik .

ASLYIME ] DCR-1702 % H A E AR, A A : 1.3.2E/1.3.3A,
SEBRASE o TR & AR AN F], DhRERIEL BTV A T Re AR e 2 57, 15D
T AH L RSCAS R ASE FH 23 B R AT

=\ TR

(1) DCR Bt 2 &

(2) CR-V35MT 1 %

(3) CR-V35FC 1 %

q. Sl

Router-A

Router8

E

T SEYIEDSR

Router-A Router-B
4 1Pk i IPHLhE
S1/1 DCE 192.168.1.1 S1/0 DTE 192.168.1.2
K= 5 K= why
RouterA | digitalchina RouterB | digitalchina

7Sy SUIBPER

#—F Router-A [WCE WIRHA A 1.3.3A KHZJGHRA, ZH TR
B

Router>enable //iE N FAU 3
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Hiu ik

Router #config //33F \ 4= R it B AR 2

Router _config#thostname Router-A /15X 8 4
Router-A_config# aaa authentication ppp test local

I15E L—M40N test, A B 48 BT 30 UE ) aaa 3o iiE 7 1%

Router-A_configtusername RouterB password digitalchina [/ & ik =

Router-A_config#interface s1/0 /i N33 =,
Router-A_config_s1/0#ip address 192.168.1.1 255.255.255.0 //iiC. & |P

Router-A_config_s1/0#encapsulation PPP //3%: PPP 4
Router-A_config_s1/0# ppp authentication chap test //1% & 5:F 77 =\
Router-A_config_s1/0#ppp chap hostname RouterA [/ & K% 4% 7

AER)IK S

?F\»
P

Hiy il

Router-A_config_s1/0#physical-layer speed 64000 //[i. & DCE ] &4

Router-A_config_s1/0#no shutdown
Router-A_config_s1/0#AZ //1% ctrl + z 3E NRFRUEE L
DU C B 813 T AR 9 1.3.3A R e
Router>enable /i N AU 3

Router #config //3 \ 4= i B AR

Router _config#thostname Router-A /1521135 %

Router-A_configtusername RouterB password digitalchina //i% & k5

Router-A_config#interface s1/1 //iE N\ 4% LI,
Router-A_config_s1/0#ip address 192.168.1.1 255.255.255.0 //lic & IP

Router-A_config_s1/1#encapsulation PPP //3}%% PPP i
Router-A_config_s1/0#ppp authentication chap //1% & 361 77 20
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Router-A_config_s1/0#ppp chap hostname RouterA [/ & JKik4 %t 7
B AR R K 5

Router-A_config_s1/0#physical-layer speed 64000 //fi’ & DCE 44

Router-A_config_s1/0#no shutdown

Router-A_config_s1/0#2Z /3% ctrl + z #E NFFEU# L

B BRENE

Router-A#show interface s1/1 [/ 7 £ VIR

Serial1/0 is up, line protocol is down // Xfumi% A ECE, FTATGE

DOWN

Mode=Sync DCE Speed=64000 //#:% DCE

DTR=UP,DSR=UP,RTS=UP,CTS=DOWN,DCD=UP

Interface address is 192.168.1.1/24 //# 7% IP il

MTU 1500 bytes, BW 64 kbit, DLY 2000 usec

Encapsulation prototol PPP, link check interval is 10 sec /25 % 35} 2 pi%

Octets Received0, Octets Sent 0

Frames Received 0, Frames Sent 0, Link-check Frames Received0

Link-check Frames Sent 89, LoopBack times 0

Frames Discarded 0, Unknown Protocols Frames Received 0, Sent failuile

Link-check Timeout 0, Queue Error 0, Link Error 0,

60 second input rate 0 bits/sec, 0 packets/sec!

60 second output rate 0 bits/sec, 0 packets/sec!

0 packets input, 0 bytes, 8 unused_rx, 0 no buffer

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
8 packets output, 192 bytes, 0 unused_tx, 0 underruns
error:

0 clock, 0 grace

PowerQUICC SCC specific errors:

0 recv allocb mblk fail O recv no buffer
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0 transmitter queue full 0 transmitter hwqueue_full

%= 5: Router-B HIfiCE

WERFH AN 1.3.3A K2 JGHIcA, %M TR EFI.

Router>enable //3E N5 B

Router #config //3F N\ 4 =T B 15 58

Router _config#thostname Router-B /15 8 %

Router-B_config#aaa authentication ppp test local

15 L—A%0N test, {E A MBI FEATIUE K aaa FUFETT

%

Router-B_configtusername RouterA password digitalchina V% & ik
Ay

Router-B_config#interface s1/0 //iE N\ 4% LI,

Router-B_config_s1/0#ip address 192.168.1.2 255.255.255.0 //lic & IP
Hhhl:

Router-B_config_s1/0#encapsulation PPP //3%% PPP i

Router-B_config_s1/0#ppp authentication chap test /% & 5iF 77 1%

Router-B_config_s1/0#ppp chap hostname RouterB [/ & ik 4% 7
B AR R K 5

Router-B_config_s1/0#shutdown

Router-B_config_s1/0#no shutdown

Router-B_config_s1/0#AZ //1% ctrl + z 3E NRFBUREE L

DU C B 813 T AR 9 1.3.3A R e

Router>enable /i N AU 3

Router #config //3 \ 4= i B A

Router _config#thostname Router-B //15 145 %

Router-B_configtusername RouterA password digitalchina V% & ik
Ay

Router-B_config#interface s1/0 //iE N\ 4% LI,
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Router-B_config_s1/0#ip address 192.168.1.2 255.255.255.0 //lic & IP
Hhhl:

Router-B_config_s1/1#encapsulation PPP //3}%% PPP i

Router-B_config_s1/0#ppp authentication chap //7 & 55k 75 =\

Router-B_config_s1/0#ppp chap hostname RouterB [/ & K ik4 % 7
B AE R K =

Router-B_config_s1/0#no shutdown

Router-B_config_s1/0#2Z /1% ctrl + z #E NFFRUE L

L. BELE

Router-A#show interface s1/0 /|57 £ IR

Serial1/0 is up, line protocol is up //# H ML ES & up

Mode=Sync DTE //& & DTE

DTR=UP,DSR=UP,RTS=UP,CTS=DOWN,DCD=UP

Interface address is 192.168.1.2/24 //&7% |P Hitik

MTU 1500 bytes, BW 64 kbit, DLY 2000 usec

Encapsulation prototol PPP, link check interval is 10 sec /£ 335 ¥ il

Octets Received0, Octets Sent 0

Frames Received 0, Frames Sent O, Link-check Frames Received0

Link-check Frames Sent 89, LoopBack times 0

Frames Discarded 0, Unknown Protocols Frames Received 0, Sent failuile

Link-check Timeout 0, Queue Error 0, Link Error O,

60 second input rate 0 bits/sec, 0 packets/sec!

60 second output rate 0 bits/sec, 0 packets/sec!

0 packets input, 0 bytes, 8 unused_rx, 0 no buffer

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
8 packets output, 192 bytes, 0 unused_tx, 0 underruns
error:

0 clock, 0 grace

PowerQUICC SCC specific errors:

111



) 2% 2z 4 FE S|

0 recv allocb mblk fail O recv no buffer

0 transmitter queue full 0 transmitter hwqueue_full

Sk WEE N

Router-A#ping 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

--- 192.168.1.2 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 20/22/30 ms

T\ R E U R

(1) R — B8, RIB AR S ZERIN 7 K5 8 2 R 555
(2) AELILEE DCE (i 4h i
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HRE I R i [ 2R 455, 6 I 8% ) NARASE I 3R G VF 2 AR FE 2 T LI N AR A v
RS DIRE . kbR b, VP2 P RIE R RGN, #ECE 7T M
ZEINAR RTINS BRA UG HL S S AR

DCNIDS-1800 M/M2/G/G2 /& H 31 SEBT 28 NAZ A I AN B, R4, &
KR T — AN, AFEE T RSB ZE P BOoR . TSR
AT ARG LN REE RS el R KR40 FE 2B NS
RE, Fo&mtERe T AR &, i adt g SEif AR RS, & AEIA
T H 7 R PR B A R g b MR 4% A0 20 A7 Al P 288 (1) 22 4 1) . 3R e 4
fF, g riE s mma s, HIESREMARAT N, RIS B .

7.3 WLRIEE
7.3.1 BREAES. 3Z¥Hl IP Uil &

(1).B% H18% R1 9 IP HihEPC B

Router>enable //H#f NS

Router #config /3t N\ 4= R0 B AE

Router config#hostname Router-A  //E iy %4

Router-A_config#interface f0/0 /i N\ $% =

Router-A_config_f0/0#ip address 20.0.0.1 255.0.0.0 // & 0/0 1) IP Hbhl:
Router-A_config f0/0#no shutdown

Router-A_config f0/0#"Z

Router-A#show interface f0/0 /% IE

FastEthernet0/0 is up, line protocol is up /4% AN EB A A0 up
Router-A_config#interface s0/1 /33 Nz FI A
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Hiudl:

Router-A_config_s0/1#ip address 10.0.0.1 255.0.0.0 // ¥ & s0/1 §) IP Huht
Router-A_config_s0/1#no shutdown

(2). BEHiA% R2 1 1P sk &

Router>enable /1 N

Router #config /1 A\ 4= Jeiic B =

Router config#hostname Router-B  //Hfiy %4

Router-B_config#interface f0/0 //i3F N\ 4% A

Router-B_config_f0/0#ip address 20.0.0.1 255.0.0.0 // ¥ & f0/0 1) IP itk
Router-B_config f0/0#no shutdown

Router-B_config {0/0#exit

Router-B_config#interface f0/3 /i Nz A

Router-B_config f0/3#ip address 201.1.1.1  255.255.255.0 // & & f0/3 f) IP

Router-B_config f0/3#no shutdown

Router-B_config {0/3#exit

Router-B_config#interface s0/2 /3 N4 T4 =

Router-B_config_s0/2#ip address 30.0.0.1 255.0.0.0 / & s0/2 1] 1P Huihi:
Router-B_config s0/2#no shutdown

Router-B_config_s0/2#exit

(3). BH#s R3 1 IP Huhtfid &

Router>enable /3 N5 AR

Router #config /i A\ 4= JR e B

Router _config#hostname Router-C  //H iy %4

Router-C_config#interface f0/0 /3t N4z LA

Router-C_config_f0/0#ip address 40.0.0.1 255.0.0.0 // ¥ & f0/0 [¥) IP il
Router-C_config f0/0#no shutdown

Router-C_config {0/0#exit

Router-C_config#interface s0/1 /3 N\ 42 T4 =

Router-C_config_s0/1#ip address 10.0.0.2 255.0.0.0 / ¥ & s0/1 1] 1P Huihi:
Router-C_config_s0/1#no shutdown

Router-C_config f0/3#exit
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Router-C_config#interface s0/2 /3 N4 114 2
Router-C_config_s0/2#ip address 30.0.0.2 255.0.0.0 / ¥ & s0/2 1] 1P Huihi:
Router-C_config_s0/2#no shutdown
Router-C_config_s0/2#exit
(4). = JZAZHAHL DCRS [ 1P Huhbie B L i ) 7>
switch#set default
switch#write
switch#reload
switch (Config)# vian 40
switch (Config-Vian40)#
switch (Config-Vian40)#switchport interface ethernet 0/0/24
switch (Config-Vian40)#exit

switch(Config)#interface vian 40
switch (Config-If-Vlan40)#ip address 40.0.0.2 255.0.0.0
switch (Config-If-Vlan40)#no shutdown
switch (Config-If-Vlan40)#exit

switch (Config)# vian 10
switch (Config-Vianl0)#
switch (Config-Vianl0)#switchport interface ethernet 0/0/10-12
switch (Config-Vianl0)#exit
switch(Config)#interface vlian 10
switch (Config-1f-Vlan10)#ip address 192.168.1.1 255.255.255.0
switch (Config-If-Vlan10)#no shutdown
switch (Config-If-Vlan10)#exit

switch (Config)# vian 20
switch (Config-Vian20)#
switch (Config-Vian20)#switchport interface ethernet 0/0/2
switch (Config-Vian20)#exit
switch(Config)#interface vian 20
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switch (Config-1f-VIan20)#ip address 192.168.10.1 255.255.255.0
switch (Config-If-Vlan20)#no shutdown
switch (Config-If-Vlan20)#exit

switch (Config)# vian 5
switch (Config-Vian5)#
switch (Config-VianS5)#switchport interface ethernet 0/0/3
switch (Config-Vian5)#exit
switch(Config)#interface vlan 5
switch (Config-If-VlanS)#ip address 192.168.20.1 255.255.255.0
switch (Config-If-Vlan5)#no shutdown
switch (Config-If-Vlan5)#exit

switch (Config)# vian 6
switch (Config-Vian6)#
switch (Config-Vian6)#switchport interface ethernet 0/0/4
switch (Config-Viané6)#exit
switch(Config)#interface vlan 6
switch (Config-If-Vlan6)#ip address 192.168.30.1 255.255.255.0
switch (Config-If-Vlan6)#no shutdown
switch (Config-If-Vlan6)#exit

7.3.2 ELERRERS. TN Z BRI MY

(1) R1 5 R3 Z[HEE PPP Wi, Jii ] PAP i3

Router-A_configtaaa authentication ppp test local

Router-A_confighusername RouterC password digitalchinaB //1% & K 5 %15

Router-A_config#interface s0/1 /i3 N3z 1150

Router-A_config_s0/1#ip address 10.0.0.1 255.0.0.0 //Fic & 1P Hiht (2

Router-A_config s0/1#encapsulation PPP //%f%% PPP #1iY

Router-A_config_sO0/1#ppp authentication pap test // 7 & 5 1E 77 3\

Router-A _config sO/1#ppp  pap  sent-username  RouterA  password
digitalchinaA

119 B R IE 45 %68 T3 Bk (K 5 5 Y
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Jn

Router-A_config_s0/1#physical-layer speed 64000 //Iic & DCE 4R

Router-A_config s0/1#no shutdown

Router-C_config#aaa authentication ppp test local

Router-C_config#username RouterA password digitalchinaA 115 & K 5 2564
Router-C_config#interface s0/1 /i N3 5

Router-C_config_s0/1#ip address 192.168.1.2 255.255.255.0 //BC & 1P #ihi:
Router-C_config_s0/1#encapsulation PPP //F}3& PPP #piY
Router-C_config_s0/1#ppp authentication pap test /% B 36 1E 77 2%
Router-C_config_s0/1#ppp pap sent-username RouterC password digitalchinaC
[/ B R IE G R TT SR IR 5

Router-C_config s0/1#shutdown

Router-C_config_s0/1#no shutdown /EEECE, WM&,

(2). 7£ R2 5 R3 Z[Alfic & PPP Wpi¥, J&H] CHAP i3

Router-B_config# aaa authentication ppp test local

I115E L— %N test, fdi AR AT IR aaa BiiF 7%
Router-B_config#username RouterC password digitalchina /¥ B 1K 5 2 15 4% HH
Router-B_config#interface s1/0 /i N3 5

Router-B_config_s1/0#ip address 30.0.0.1 255.0.0.0 /AC & IP 3l (EHCE)
Router-B_config_s1/0#encapsulation PPP //F}3& PPP #piY
Router-B_config_s1/0# ppp authentication chap test /1 B 36 iF /7 2
Router-B_config_s1/0#ppp chap hostname RouterB /¥ B & 1% 25 %] 77 Ja ik i) ik

Router-B_config_s1/0#physical-layer speed 64000 //fit & DCE HJ &4
Router-B_config s1/0#no shutdown

Router-B_config_s1/0#°Z //¥% ctrl + z 3 NFFAUR X
Router-C_config#aaa authentication ppp test local

I115E L= %N test, fdiHAHEHR AT IR aaa BiiF 77
Router-C_config#username RouterB password digitalchina 1% & Ik 5 %5
Router-C_config#interface s1/0 /i N3 =

Router-C_config_s1/0#ip address 192.168.1.2 255.255.255.0 //BC & 1P il
Router-C_config_s1/0#encapsulation PPP //F}3& PPP #piY
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Router-C_config_s1/0#ppp authentication chap test /% & 36ilF 7 3\
Router-C_config_s1/0#ppp chap hostname RouterC // ¥ B K 1% 45 %t 77 36AE Ak

Jn

Router-C_config s1/0#shutdown
Router-C_config s1/0#no shutdown
Router-C_config_s1/0#"Z //¥% ctrl + z 3 NFFAUR X
AERE, WiEEE.

(3). R1-R2-R3-DCRS Z [AIfiC & RIPv2 % HH X
Router-A_config#router rip /3] RIP #3iX
Router-A_config rip#network 10.0.0.0 /& 2 M B
Router-A_config_rip#network 20.0.0.0
Router-A_config_rip#*Z

Router-B_config#router rip
Router-B_config_rip#network 20.0.0.0
Router-B_config_rip#network 30.0.0.0
Router-B_config_rip#"Z

Router-C_config#router rip
Router-C_config_rip#network 20.0.0.0
Router-C_config_rip#network 30.0.0.0
Router-C_config_rip#network 40.0.0.0
Router-C_config rip#"Z

switch (Config)#router rip

switch (config-router)#network vlan 40

switch (config-router)#exit

7.3.3 BicE PC

7E PC1 2245 IDS #5488, W & IDS ick AT A N IR B

(1).FCE PC1 B IP Huht: 192.168.20.2, FM##EIS: 255.255.255.0,
(2). SQL Server %)% 23550 2

SN 7 il O
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. ijmxkj@ﬁljo ﬁu@ 7'2 ﬁﬁ}j_‘—\‘o
il e Xl
g FRIMEER Microsoft SQL Server ZEHEEIF.

%%ﬁl‘ﬁj@jﬁﬁ!ﬁﬁ%ﬁ SAL Serwver HORFZCMEi{ECTENTRIZE

F—#mw >| min |

B 7-2 ki H o
o i N, HILHRENAIPE L, wRAITHREL.
® HEi T, WIlLakiEd 1, E3F BIEH N SQL Server SE], Y
e R P LR o i 7-3 s
E N x|

ANE RIS R —T .

) SHEE SEl Server SeflEE T e AHEREEERAnSETSL)

L= e

erlb e
IEETH FEEE LI O S Sr R iR tE F 2 | a1 ERah
B9 SOL Server 2000 ZC@llabzstdsE P T 8.

e | < t—se[Ftwa mis |

B 7-3 ZREHFFO
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下面的图缺图的标号。

全文所有图和表都要有标号。而且是中英文2种。
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o i “F—7 WMEVFAI UM E Lo TR hill. B <27,
AR EFEAT 220

o i ‘7, HBlzedEE E N, ERE RS EEME S T,

o iy “F—B7, kBN,

o i “R—b7, IR O, S A I HAe e B AR S
WK 7-4 Fizs. .

X
BT EAE R |, M e |

& 4Ty TR SRR, B PR .
B B imaiem.
CoEEv STURREETEET. BEOEP R R,

~ BRItk
ot LN AMicrosoft SQL Server
ﬁﬁ'j{ﬁ: B o | Coh . cAMicroseft SOL Serwver
: e e : "l :
E.Ff-j{f*gﬁﬁg‘giﬁﬁfﬂﬂ—]? AEE05 K cEE040 E
FiLE=hER FAYESEl 193391 K SRE040 K
EriZ A F3EhaE LRYESiEl 36544 K 588040 X
g | k=g |F—sw>] |
B 7-4 ZREREO
o . iy “T—7, HMIURFSK G, Wi ARG,
o . B “N—7, WIS NXE N, EFEREGHEA, MAERE
i,
AR T, R REREF OHAE RABER.
® . iy “N—b7, A

PR ksl FROR “BLTERE T 4R 22 35 Microsoft Data Access Components
2.6”
® LR
(3). “%Z% LogServer
LogServer MAFhE X B — MR S A, B8 LogServer 5 H1
DB (EdlEFE) W N TAETH 7 #R1E,  LogServer il S PR AL LAE
console (¥%fi| &) F, H PRI LL#EI console HZE P LogServer.
1) ¥ DCNIDS-1800 M/M2/M3/G/G2/G3 7= it Al NG BL IR B 8%, a5 %
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FENEBN. EedEn ik 23 LogServer 4114

2. UEREF IEAE MR E SR SO

3) HEL CWEE” I

4) PR, BVOER RPN 2T, S T8

5) AETERG L BRI S WG ECE ” B0 (e DUs R gl R
—BRF - ANREWN RS — ARZHENR % (MW%K)
—DCNIDS-1800M/M2/M3/G/G2/G3 #i#la k55 2% ” #ENILE 1, X BB IE
B IR 55 e bk 192.168.20.2, AR HEER.

6) M ABCEAE )G, s “I”, BB e “ B R UL s ) 17
(4). Z A H AU R A

— AN KB A AN R, F P A B R el AN P ) 5 8 A I 2 MR IR,
FOVF AN e 03 e A SR, B AR 2 MR IR I BE S B — AN
Zo FP AT D 22— AN S AU AR 2 R S IR AR Hh 4 IR IR S LB . I
BEFRIE T LAAZ A% I8 00 JB B AT 1b, USCERAR R H BB S, I ELIEAH R S mg
RIOFAGIRLS, DL P RR . SR H R E R B D Re

R TR

(5). IV % 4H

A E X T DCNIDS-1800 M/M2/M3/G/G2/G3 IIVGESS B 5 R,
A T HTHAUE M RS PR Y RERHH I (LR Demo key) LA
S FHEMHE B R Zi A VP T %40, DCNIDS-1800 M/M2/M3/G/G2/G3 7

REIEH TAF. W ¥ A %4, DCNIDS-1800M/M2/M3/G/G2/G3 BEASRE /> #T X 4%
ERRES), ARG HTIFENL RS ERES).

BB 2 G, AR EH, SURGEAEES). LREFIH

B AT S R U AR AR B, ROV AT B 2 2 e R IR AR I e H 3%

tH License Hx F. Z3EDIRHL.
(6) ZHEH &

FEHlG 2B P i (GUD, 6] 6w BLsgn s T REME
BPTA AR RS RS A i s B EAVE B T AR 2 F AR R Ny 2 i
EMEH LogServer; ERIFER KT ZEFMN. REFIMEH IHFFR SR

P =N
= o

(7)J5 B B A 55
AR5 G “FANCERRSS 7 “ BN RS A “IDS Hdh e
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WRs57, RS REE, R4 REIEHE TIE.

(8 B & FE I &
BB RRGEGEFERBE RS TE. HEERRYS, HEANAMEHE .

EHAREE BRI In A CGE—IRECE R 75 Ei G R . R )Eikh At
EEMEE O E AR, B EAEES . LogServer &M, 7T LM A
BB ERR AW AR FPIRZS CEBERF)

1D AR
2) ¥shn LogServer

3) BLE LogServer
(9). BCHEF

SR A, HA RSOy “ZaBRA T 1 FIIH, X H

FE T AR IR I E LI PR PN 7 o 2844 72 I 28 A% SR FH ORAGL I — S SR B — R A1 A
(R PNEBACHY, IX LA R RER W I 28 52 31 1 By, AT RESR At 2 27 I S 2

7.3.4 ECEXZ#HIRORB

Switch(Config)#monitor session 1 source interface ethernet 0/0/3 both
Switc (Config)#monitor session 1 destination interface ethernet 0/0/2
Switch(Config)#monitor session 1 source interface ethernet 0/0/4 both
Switc (Config)#monitor session 1 destination interface ethernet 0/0/2
Switch(Config)#monitor session 1 source interface ethernet 0/0/10 both
Switc (Config)#monitor session 1 destination interface ethernet 0/0/2
Switch(Config)#monitor session 1 source interface ethernet 0/0/11 both
Switc (Config)#monitor session 1 destination interface ethernet 0/0/2
Switch(Config)#monitor session 1 source interface ethernet 0/0/12 both

Switc (Config)#monitor session 1 destination interface ethernet 0/0/2

( MAC Hiht 5535 P45 5%)
e B SR -

Switch(Config)#mac-address-table static address 00-a0-c1-57-ff vlan5 interface

Ethernet 0/0/3  //00-a0-c1-57-ff 25 PC1 ] MAC Huhil

Switch(Config)#mac-address-table static address a2-c2-1b-32-ff vlan6 interface

Ethernet 0/0/4  // a2-c2-1b-32-ff ; PC2 [*] MAC Hihl-
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7.3.5 Z#Hlim OG0 E

(1). PC1 AR In) 2 HEAR 55 2%

ACL (Access Control Lists) & A2 AL S A —Fh £ 4 Bk JEN L], it o
AR 26 R A EE L HE 2%, SZ AL AT DA R 207 TR 2EAT 1, A RUORIE P 45
()22 4z AT o HI a] DA TR0 R Ry e A5 S il g — U Crule), 25 KUIAR
A S ULHES— 2 5 B AR U R Zh1F . fovFild (permit) BiE4E3E

(deny)o FIJ7 T AFEIX LRI IN N FH 2R 5 A2 Bl L 1 RN Bl 1 [, 3K
R RE i 11 R R T TR ) BN AL A e UMK T E 1 ACL BRIt A2 el . 3
ACL, FJULRRMHIFAS TP sk i) PC BRE FLERIBL) PC [ EMITES. T M%%
B, REMREWT

Switch(Config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1

Switch (Config)# access-list 11 deny 192.168.20.2 0.0.0.255

Switch (Config)# firewall enable

Switch (Config)# firewall default permit

Switch (Config)# interface ethernet 0/0/3

Switch (Config-Ethernet0/0/3)#ip access-group 11 in

Switch (Config-Ethernet0/0/3)#exit

(2). 7£ DCRS _Li%'# PC2 REf% ping il PC1, {HJZ PC1 ANfE Ping il PC2.

Switch(Config)#ip access-list extended test2

Switch(Config-Ext-Nacl-test2)#deny icmp 192.168.20.0 0.0.0.255 192.168.30.0
0.0.0.255 // 4% 192.168.20.0/24 ping ¥ ¥z

Switch (Config-Ext-Nacl-test2)#exit

Switch (Config)#firewall enable// BC & V7 [ 5l 51| K D) E I 5

Switch (Config)#firewall default permit //ER I\ BN 1E A 458 7o vFiE i

Switch (Config)#interface ethernet 0/0/3 /4% € ACL ¥ [

Switch (Config-Ethernet0/0/3)# ip access-group test2 in
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7.4 ZFESLIIZ=

Fwlor: MR

(JER: B8R A Wi E S, IR “F L U 7
(2R BER RO E S Ha )

1. hilh gt &

Internet

\H_H_F\M___ _,_,/'—/,

K+ DCRS (1) 4. 19-24 #211; DCWAF () 0. 1#:11; DCST i) 0-4 11
CEEREY, ARESAEMTER, WGP AE LTSS, ~1544# DCST
HJA. KHL. W, SR 50% 70 E .

2. 1P Huhk Rk

kR A X RERAA A .

. —H4H4%5 5 6, DCR K1 #11 ip itk y: 192.6.0.1
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1 411 192.X.0.1/24
DCR 2 %1 192.X.1.1/24
WAF 0 #2111 GERED 192.X.2.1/24 CEFHHE)
14210 GEHEIRD 192.X.2.1/24 CEFHHE)
DCES 1 g0 192.X.0.100/24 C(FFEHiHE)
2 BN 192.X.0.100/24 CEFEHHE)
NetLog 1 #0 192.X.4.100/24 Ci&FRHbHE)
2 B0 192.X.4.100/24 CEHEHHE)
DCFW1 2 10 192.X.3.2/24
1 #:10 192.X.7.2/24
DCFwW2 2 F: 0 192.X.6.1/24
120 Vlan 10: 192.X.4.2/24
280 Vlan 20: 192.X.0.2/24
380 Vlan 30: 192.X.3.1/24
DCRS 5480 Vlan 40: 192.X.6.2/24
4410, 20-24 #E1 Vlan 50: 192.X.2.2/24
19 #:01 Vlan 60:111.0.0.X/24
PCA 192.X.1.2/24
PCB 192.X.4.1/24
PCC 192.X.7.1/24
PCC 192.X.7.1/24

3. TN A

DCFW. DCWAF. DCFS. DCBI-Netlog i # 5 Z R #5446 i B 2
WE SR RIATEE, FRFL UMD, SN B A BRSO, EERAE SR
FE AR BT S

1) RS H Mk 712 I A L B B S

2) PCA %5 PCC M#HE VI, b B bR E AL e, AR K
#£ DCR 5 DCFW2 it & IPsecVPN, PUAIEEE 1) % 4t

3) LML N IR ELM 5, 7EM: 16:00-23:00 7] PCA ) P2P i &
PR 10M

4) [FRFBR I PCa B4 1550 100 4.

)
) WA ERATNE PR, W TR PCB ) BT T#({EE
) {Ei4E PCB WA, &% 4% PCA i http EA% 5 T 3.
7) 4 PCA 8 %yjjin] PCC i}, 75 2@ 1T web AiE, /£ DCFW2 L T E .
)
7)

D O

8) PCB P ALELE IP ik, Fril7t DCFW1 Lt #E DHCP k%, A
PCB 43I IP Hudik.
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9) AFA—aMuiksFE: (DCST) , N RIPHAZIINE, 1£ web M

B K 56 L P B AR 1R Ah A A

10) [RIEFER X6 0 286 1€ s E 47 AH B [ 5
11) &Mi24T OSPF, M EENAH HIE(E .

5w ARGl

2)

3)

4)

5)

6)

7)

8)

1 nlE &4
BORBCE A TG fi AN 2244 CTRL+ALT+DEL (6%)
EASEEE

EORM P BEE LA, A fevr SAM K ) B 44 K2
EAS LR

EORM BB RS, A FCVF SAM K™ AN =2 1 B 4% M2
EASEEE

{5 11- 325 ] Task Schedule %%
P A -

{5 1 2% ] Remote Registry I 5%
AR -

{5 1E 3725 H Print spooler 4%
A

TR HRZR ST, RIS R
EASIEER

TR % H s RS Ui, a5 2R K
EAS LR
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9) JFEHEZRFRUEN, MThE R
SRR

10) JFH R A% R G FH T, 5 RN
AR

2 JnfE WEB R %5(40%)
1) Xk RSO e i FH o A% T g
AR

2) DALY EERR H 17 i PR
EASIEEE

3) WHE NS IR HEFBNS, G HW. BE. 205 1P, kR4 IP. ik
S5 a1 J7ik
EASEEE

4) wE IS HEHKAN MICROSOFT IS H &%

B=HBar: REWE

VBN — 44 RN 22 4 TTRET, 8 AR RS o R B P 2 1 F) A 55 4 I LA
Ky N T REMS L EEEALIZAN A, AR A B o VRILAE 75 2 58 i = A

1 WA W 28 R G 2 VR REAT VAL, JFARPEAARIH S H 7 A (TR 5 ).
2, EAEH TR, WIHFREE TR CBEOrE) .

3. AT 2 MBI, HEHRAKHE T (PHbHRED -
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